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1- Context

At Thingwall Primary School we recognise that the safety of children is our first priority.  

The Working Together to Safeguard Children 2018 document sets out how organisations and individuals should work together to safeguard and promote the welfare of children.

The ‘staying safe’ outcome includes aims that children and young people be:

· Secure, stable and cared for

· Safe from bullying and discrimination

· Safe from crime and anti-social behaviour in and out of school

· Safe from maltreatment, neglect, violence and sexual exploitation

Many of these aims apply equally to the digital world that children and young people encounter as part of the everyday lives when they use ICT in its various forms.  

At Thingwall Primary, we recognise that it is the duty of the school to ensure that every child in our care is safe and the same principles should apply to the digital world, as would be applied to the school’s physical buildings.  It is therefore, the responsibility of the whole school to create an e-safety conscious environment. We recognise the importance of understanding the risks that exist online so that we can tailor our teaching and support to the specific needs of our pupils.  
2- Philosophy

‘The online world develops and changes at great speed. New opportunities, challenges and risks are appearing all the time. This can make it difficult for schools to stay up to date with the latest devices, platforms, apps, trends and related threats. It is therefore important to focus on the underpinning knowledge and behaviours that can help pupils to navigate the online world safely and confidently regardless of the device, platform or app. This teaching could be built into existing lessons across the curriculum, covered within specific online safety lessons and/or school wide approaches. Teaching must always be age and developmentally appropriate.’ (Teaching Online Safety in Schools. DfE 2019)

It is important to teach pupils the underpinning knowledge and behaviours in order to help them navigate the online world safely and confidently regardless of device, platform or app. 

The underpinning knowledge and behaviours that we embed throughout the curriculum are as follows:

· How to evaluate what we see online- this enables pupils to make judgements about what they see online and not make automatic assumptions that what they see is true, valid or acceptable. 

· How to recognise techniques used for persuasion- this enables pupils to recognise techniques used for persuasion or manipulation. 

· Online behaviour- this enables pupils to recognise what acceptable and unacceptable online behaviour looks like. We believe the same standards of behaviour should apply online as offline. 

· How to identify online risks- this enables pupils to identify possible online risks and consequences and make informed decisions about how to act.  

· How and when to seek support- this enables pupils to understand how and when to seek support if they are concerned or upset by something they have seen online. 
We support the view of the Byron Report (Safer children in a digital world: The report of the Byron Review), that ‘rather than restricting access to technology, we need to empower learners to develop safe and responsible online behaviours to protect themselves whenever and wherever they go online.’  

3- Our Approach to E-Safety

We believe that the most effective approach to e-safety involves educating children, school staff, parents and other community members. Our approach will be as follows: 

Children-

· Parents sign the responsible use of on their child’s behalf and are encouraged to discuss e-safety with their child.  

· Children continue to develop their communication skills, and their understanding of social responsibilities and then how to integrate this behaviour into their online activity, in Key Stage 1.

· All children are age appropriately taught the key principles of staying safe online in both ICT and PSHE lessons explicitly, but also through other curriculum areas.  
· We will teach children the underpinning knowledge and behaviours in order for them to remain safe online
· We will encourage an environment where children feel safe to report unpleasant content either to staff in school or using for example, the CEOP Report Abuse icon.

Staff-

· Teaching staff will embed e-safety across the curriculum.
· All staff receive regular information and training on e-safety issues during staff meetings and available CPD training.  
· A segment of each staff meeting is dedicated to discussing any safeguarding issues that may have arisen during that week. 

· New staff should receive and sign a copy of the school’s responsible use agreement (for staff) as part of their induction.

· All staff have been made aware of individual responsibilities relating to the safeguarding of children within the context of e-safety and know what to do in the event of misuse of technology by any member of the school community (see attached flowchart).
· Training will also be provided for governors, with updates from the e-safety 
co-ordinator given when necessary.
Parents-

· Parents and carers attention will be drawn to the school’s E-Safety Policy in newsletters and using the website. 

· The school will maintain a list of e-safety resources for parents/carers and guidelines for safe internet use are available from the school’s website. 

· The school will ask all new parents to sign the responsible use agreement when they register their child with the school. 
· A dedicated e-safety section will be established on the school’s website, and will be publicly accessible.

· Yearly e-safety training sessions will be run for parents to highlight the issues and present approaches to help keep their children safe when using the internet and other means electronic communication. Guidance on social networking and instant messaging will also be given out at these sessions

Community-
· The school will liaise with local organisations to establish a common approach to e-safety.

· E-safety posters will be displayed in the ICT suite and explained to community users
4- Internet Access

The Internet is an essential element in 21st century life for education, business and social interaction.  The school has a duty to provide students with quality Internet access as part of their learning experience.

Although there are concerns about children having access to inappropriate material via the Internet, the school takes a range of measures to minimise these risks.  A filtering system is in operation which restricts access to inappropriate materials, provided by Wirral LA (google safe search). Access to sites can be granted or restricted after evaluating the site’s content and its educational relevance.  A request detailing this evaluation is submitted to the headteacher who may consult with the Computing subject leader, before authorising or declining the request.  If authorised, the request is dealt with by the LA’s IT Services for Schools technicians. We supplement our filtering with an e-safety teaching programme for all children.  This programme uses materials from agencies such as CEOP (Child Exploitation and Online Protection Centre) and the BBC, to teach children how to stay safe online and behave appropriately when using the Internet and other types of electronic communication.  
We do however, acknowledge that these filters are not always 100% effective and so it is therefore furthermore important that children and staff are taught how to minimise the chance of children being exposed to inappropriate or offensive material.  Any child doing so should report it to an adult (teacher at school, or parent at home).  In school the member of staff should then report it to the e-safety co-ordinator (Mrs Evans).  If the incident occurs at home, parents should look at blocking access to the site or material. They may also report the site using the links on the website to the appropriate authorities; or to Mrs Evans who will consider what further action should be taken.  Details of the incident will be logged in the same manner as if it had occurred at school (see How to Handle an E-safety Incident).
Staff have received training on ‘safe searching’ and perform internet searches before lessons to ensure suitability.  If required however, searches performed during a lesson when using a workstation linked to a projector, will not be displayed on the interactive whiteboard.  The image will be either frozen or the ‘no show’ facility will be used while the member of staff checks the suitability of the results. Younger children will be encouraged to use the safer filtered children’s search engine ‘Kiddle’. 
The school internet safety settings (maintained by ITServices for Schools) ensure adequate firewalling in order to prevent unsuitable materials infiltrating the school internet system. All staff have an awareness of the Prevent duty (please refer to the Safeguarding policy, Prevent Risk Assessment and Prevent Action Plan for more information).

Current and emerging technologies used in school and, more importantly in many cases, outside the classroom may include:
· The Internet

· Email

· Instant messaging 

· Social networking 

· Video broadcasting websites 

· Music download sites

· Mobile phones with camera, video and internet functionality

· Smart phones with e-mail and internet functionality

· Portable music and video players 
5- School Website and Online Learning Platforms
The school’s website is hosted by eSchools.  School staff are able to post photographs, videos, links and information to the class pages. Whole school events are celebrated on the website’s homepage. The website also allows for ‘anytime, anywhere learning’ (DfES 2005, p8), through the ‘learning zone’ tab. This is available not just for those with computers but also for those with handheld devices with internet connections such as smart phones. Those who do not have access to devices at home are given additional opportunities to access learning programmes in school.  

We use a variety of online learning platforms which the children can access both at home and at school. These include Google Classroom, Purple Mash, Bug Club, Times Table Rock stars and IDL. Children have unique passwords for these platforms and are taught about keeping passwords safe within eSafety lessons. 

6-  E-mail, Messaging and Social Media
1-  E-mail, Messaging and Social Media
 
The school uses gmail as our e-mail system provided by the Local Authority.  This is a web based service and so can be accessed from any location with internet access.  The service allows the school to monitor any emails sent, restrict users to only send/receive emails from specified groups (UK schools, local schools and specific email addresses).  Inward and outbound emails are filtered for inappropriate content and if any is detected the email is diverted to a moderator account.
 
Each member of the teaching staff has their own email address.  Children too, have access to an email service through Purple Mash where they learn how to compose and send emails as part of their National Curriculum entitlement.  During this unit of work, children are allocated an e-mail address when working as part of a group.
 
The use of email within today’s society is an essential means of communication.  In the context of school, email should not be considered private.  Educationally, email can offer significant benefits including; direct written contact between schools on different projects, be they staff based or pupil based, within school or international.  We recognise that pupils need to understand how to style an email in relation to their age and good ‘netiquette’ (network etiquette). 
 
· The school gives all staff their own email account to use for all school business.  This is to minimise the risk of receiving unsolicited or malicious emails and avoids the risk of personal profile information being revealed. 
· It is the responsibility of each account holder to keep the password secure.  For the safety and security of users and recipients, all mail is filtered and logged; if necessary email histories can be traced.  This should be the account that is used for all school business.  
· It is understood that some staff will need to access school emails using a personal mobile device (phone) whilst not on site. Staff must ensure that their device is lockable using a unique pin and ideally utilising a biometric login facility. Email accounts are password protected and therefore should not be left logged on. 
· Under no circumstances should staff contact pupils, parents or conduct any school business using personal email addresses.
· Staff should not contact parents or children using their school email addresses but rather send any necessary messages via the school office.
· Pupils may only use school approved accounts on the school system and only for educational purposes.
· Pupils must immediately tell a teacher/ trusted adult if they receive an offensive e-mail.
· Staff must also inform the e-Safety co-ordinator if they receive an offensive e-mail, or other message sent electronically.
· All e-mail users are expected to adhere to the generally accepted rules of (netiquette) particularly in relation to the use of appropriate language and not revealing any personal details about themselves or others in e-mail communication, or arrange to meet anyone, virus checking attachments.
 
Purple Mash has an internal email facility which is used in line with the KS2 Computing curriculum. The use of this email system is closely monitored by staff and is safe for children to use. Teaching staff are alerted to messaging between pupils and an appropriate language filter is applied.
 
The school has a Twitter account which is used to celebrate achievements and events throughout the school year. This account is controlled by Mrs Evans.
School staff who use personal social media are encouraged to follow the guidelines as set out by the NEU.
Messaging between staff both via email and the school WhatsApp group should adhere to the guidance set out in the staff behaviour policy. 
7- Cyberbullying

‘The use of ICT, particularly mobile phones and the internet, deliberately to upset someone else’.  It is a ‘subset of bullying’ as it can be ‘used to carry out all the different types of bullying (such as racist, homophobic, or bullying related to special educational needs and disabilities).’
At Thingwall Primary School, we take Cyber-bullying very seriously.  We recognise that cyber-bullying can take place between children; between adults; but also across different age groups, such as children targeting staff members.  
Social networking sites, instant messaging programs, mobile phones and other devices can be used to target children and staff by sending abusive or threatening messages; posting defamatory comments on websites; or by gaining unauthorised access to another person’s profile on a website to post defamatory comments for example.  
Any instances of cyber-bullying will be dealt with in accordance with the school’s anti-bullying policy.  
8- Safe Use of Images 

Throughout this document the use of the term ‘image’ refers to still photographs, digital images and moving images (video).

Digital images provide a great opportunity to share the successes of our school, children and community with a wider audience.  This can be through displays in the classroom and around school, on the school website, on Twitter or in local or national newspapers.  

Images of children taken by staff will be stored centrally on the school’s network in a secure area, only accessible by school staff, once they have been processed for the intended use.  Staff taking photographs should do so using school iPads, not using their own devices such as mobile phones. Staff will delete images from iPads as soon as the images are uploaded to the school network.  
Parents/carers of children sign a permission letter allowing the school to use their child’s image in and around school, and on the school’s website, when their children start at the school.  This permission covers their child’s time at the school and one additional year.  After this period images will be deleted by the Computing subject leader.  

Those children whose parents/carers do not grant permission will not be photographed individually, or be photographed as part of a group, for example during educational visits.
Images used on the school website will be selected carefully to ensure that they adhere to our safeguarding policy:
· When an image or images of children are used, they will not be identified by name

· When children are identified by name, an accompanying image will not be used

· No close-up images of individual children will be used, but rather images of groups of children (e.g. working as part of a group in class, the football team playing a match etc)

Images taken by school staff will be treated as personal data and are so covered by General Data Protection Regulation (2018).  The class and school iPads are regularly cleared of photographs and videos and children are taught about appropriate use of camera facilities on the iPads as part of their eSafety lessons. 

Children in years 5 and 6 are allowed to bring mobile phones into school, with permission from parents, if they are walking to or from school. Mobile phones are collected in at the beginning of the day and are kept in a locked drawer in the headteacher’s office until the end of the school day. Children and parents are not allowed to take photographs or video on the school grounds. All adults must sign a ‘Social Media Responsibility Commitment’ before taking photographs or videos during school assemblies. 

9- ICT Facilities
All children and staff at Thingwall Primary School have access to an ICT suite.  Each class has weekly timetabled sessions in the suite.  Each classroom, including the ICT suite, has an interactive panel.  A secure wireless network is available at school; with access being restricted to laptops, iPads, iPods and other devices.  E-safety posters will be displayed by each classroom workstation/laptop and in the ICT suite.  
Each child has their own username to access an area of the school network.  Children are not, however, permitted to have a password for their network account.  All staff have a username and password for use on classroom computers and laptops. Staff have access to additional restricted areas of the school network that contain year group photo folders (see Use of Images section), assessment data and other sensitive data.  This username requires a separate password, which should be a robust password, and kept secure.  
Staff should only use school equipment to store and process data, images and other files related to school.  This includes the use of personal laptops, digital cameras etc, other than those owned by the school.  USB memory drives (flash drives, memory sticks etc) should not be used to store sensitive data unless they are encrypted or password protected.  Staff should use the designated network area for necessary storage of sensitive data. If staff need to access sensitive data from home, they should use their Google Drive which is accessed via their secure school email and should always use a school device (laptop). 
10- Emerging Technologies

We recognise too that ‘the use of digital technology has been completely normalised by this generation, and it is now fully integrated into their daily lives’. 
(DEMOS, 2007)

Children are not allowed to use mobile phones and other personal handheld devices in school, to access the internet or other services.  Any such device bypasses the school filtering systems and can present a route to undesirable material and communications. Some children may need to bring a mobile phone to school, but this should be kept securely in the school office.  Liability for the mobile phone (or other device) lies solely with the child. 
Handheld devices provided by school to be used during the school day, are subject to the responsible use agreement. Devices with access to the internet will be configured to only allow access through the school’s filtering systems.  
The school’s senior leadership team, working with the computing subject leader and others, will examine the educational benefits of emerging technologies and carry out a risk assessment before their use in school is allowed. 
11- Handling an E-Safety Incident
As a school we have agreed a protocol for handling issues of e-safety which is detailed below.  We seek to develop a culture of no-blame, which must exist if a child needs to report inadvertent access to inappropriate websites or activity.  

In the event of inappropriate material being displayed on a computer screen, staff or children should switch off the monitor immediately.  No time should be spent trying to minimise or close the window.  This action will hopefully reduce the number of children that may be exposed to the inappropriate content, but also allows the member of staff to note down the URL (web site address) of the content in order that it can be blocked by the school’s internet filter.  

12- E-Safety Policy Review Process
The e-Safety Policy relates to other policies including those for safeguarding, anti-bullying, Computing and PSHE/Citizenship.

· The school will appoint an e-Safety Coordinator. This will be the Designated Child Protection Coordinator (Mrs Evans, Headteacher), as the roles overlap. It is not a technical role. 

· Our e-Safety Policy has been written by the school, building on government guidance. It has been agreed by senior leadership and approved by governors. 

· The e-Safety Policy was written by:  Rosalind Arden
· The policy will be reviewed by governors annually.
· The next summative review date is (at least bi-annually): July 2021
· Formative reviews of the policy may be carried out as a result of emerging technologies or e-safety incidents (in or outside of school).  Any subsequent revisions will be relayed to staff and governors in the next available meeting (staff or governors’) and to parents via the school newsletter and on the VLE.
Supporting documents:

Teaching Online Safety in Schools (DfE 2019)

https://www.gov.uk/government/publications/teaching-online-safety-in-schools
Education for a Connected World Framework

https://www.gov.uk/government/publications/education-for-a-connected-world
13- Useful Resources 
Government guidance and support: 
· Relationship Education, Relationships and Sex Education and Health Education Statutory Guidance 

· National curriculum in England: computing programmes of study - Statutory guidance on computing programmes of study. 

· National curriculum in England: citizenship programmes of study – Statutory programmes of study and attainment targets for citizenship at key stages 3 and 4. 

· Keeping Children Safe in Education - Statutory guidance for schools and colleges on safeguarding children and safer recruitment. 

· Behaviour and discipline in schools - Guidance for school leaders and staff on developing a school behaviour policy, and a checklist of actions to take to encourage good behaviour. 

· Searching, screening and confiscation at school - Guidance explaining the powers schools have to screen and search pupils, and to confiscate items they find. 

· CEOP Thinkuknow Programme: Online safety education programme from the National Crime Agency’s CEOP Command which aims to safeguard children from sexual abuse and exploitation. Education resources and online advice for children aged 4 – 18, expert and support and professional development for the children’s workforce. Signposts to the NCA’s Click CEOP service for children to report concerns related to sexual abuse. 

· National Centre for Computing Education (NCCE) has been set up to support the teaching of computing education throughout schools and colleges in England, giving teachers the subject knowledge and skills to establish computing as a core part of the curriculum. To help primary and secondary schools teach the safety and security aspects of the National Curriculum Computing Programme of Study, the National Centre for Computing Education’s resource repository and professional development courses cover objectives from the Education for a Connected World framework. The resource repository’s lesson plans will include links to the framework, as well as specific activities for non-specialist teachers. 
· UK Council for Internet Safety - The UK Council for Internet Safety expands the scope of the UK Council for Child Internet Safety to achieve a safer online experience for all users, particularly groups who suffer disproportionate harms. The website has useful resources for schools and parents to help keep children safe online including: 

· Education for a Connected World – a framework describes the Digital knowledge and skills that children and young people should have the opportunity to develop at different ages and stages of their lives. It highlights what a child should know in terms of current online technology, its influence on behaviour and development, and what skills they need to be able to navigate it. 
· UK Chief Medical Officers’ advice for parents and carers on children and young people’s screen and social media use, published February 2019. 

National organisations: 
For schools 
· The Anti-Bullying Alliance - A coalition of organisations and individuals, working together to stop bullying and create safer environments in which children and young people can live, grow, play and learn. Their website includes a range of tools and resources to support schools prevent and tackle cyberbullying. 

· Childnet - a children’s charity and has a wide range of practical resources freely available, covering all online safety issues, and which are available for teachers working with children of all ages, including children with SEN. 

· The Diana Award – a charity running a number of different projects aimed at reducing bullying in schools. Their resource section has information to help schools tackle cyberbullying along with resources from their Be Strong Online Ambassador programme – a peer-led initiative which aims to empower young people to increase the digital resilience of their peers. 

· DotCom Digital - a free resource for schools, created by children with Essex Police and the National Police Chief Council Lead for Internet Intelligence and Investigations, to be launched October 2019. The resource aims to prevent young people becoming victims of online grooming, radicalisation, exploitation and bullying by giving them the confidence to recognise warning signs and reach out to an adult for help. 
· The Hopes and Streams report by LGfL has themed chapters that include links to online resources and ideas for tackling the issues raised. 

· Internet Matters – a not-for-profit organisation set up to empower parents and carers to keep children safe in the digital world, they also have a dedicated section of their website for professionals which includes resources to support staff training, whole school programmes and policies and a parent pack to help schools engage with parents about online safety. 

· Internet Watch Foundation – an internet hotline for the public and IT professionals to report potentially criminal online content, including child sexual abuse images online. 

· NSPCC learning – includes a range of safeguarding and child protection teaching resources, advice and training for schools and colleges. 

· Parent Zone’s dedicated school zone - includes a range of resources to support teachers educate their pupils on how to stay safe online, what to do if they find themselves in an uncomfortable situation and how to build their digital resilience. 

· PSHE Association - the national body for Personal, Social, Health and Economic (PSHE) education. Their programme of study for PSHE education aims to develop skills and attributes such as resilience, self-esteem, risk-management, team working and critical thinking. They also have many guides about how to teach specific topics. 

· SWGfL – a charity dedicated to empowering the safe and secure use of technology. Their website includes a range of free resources for schools covering a range of online safety issues, including digital literacy / critical thinking and consequences of sharing and publishing images. 

· UK Safer Internet Centre –a partnership between Childnet International, Internet Watch Foundation and SWGfL to promote the safe and responsible use of technology for young people. Their website includes a range of practical resources and support for schools including: 
· 360 degree safe - a free to use self-review tool for schools to assess their wider online safety policy and practice. 

· A Helpline – This helpline was established to support those working with children across the UK with online safety issues. Operated by SWGfL, it can be contacted at 0344 381 4772 and helpline@saferinternet.org.uk 

· Safer Internet Day - The UK Safer Internet Centre organise Safer Internet Day for the UK and each year develops a range of materials from assemblies to lesson plans, posters to quizzes, for each Key Stage, to address a key online safety issue. 
For parents and carers 
· Internet Matters – a not-for-profit organisation set up to empower parents and carers to keep children safe in the digital world. Their support for parents includes a range of downloadable guides covering subjects such as transition to secondary school, Vlogging & livestreaming, online gaming and cyberbullying. 

· NSPCC - includes a range of resources to help parents keep children safe when they're using the internet, social networks, apps, games and more. 

· Parent Info - from CEOP and Parent Zone, Parent Info is a website for parents covering all of the issues amplified by the internet. It is a free service which helps schools engage parents with expert safety advice, endorsed by the National Crime Agency’s CEOP command. This website provides expert information across a range of online harms. 

· Parent Zone - offers a range of resources for families, to help them meet the challenges of the digital age, including parent guides on the latest digital trends and platforms. 

For pupils 
· BBC Own It – Support for young people to take control of their online life, including help and advice, skills and inspiration on topics such as friendships and bullying, safety and self-esteem. 

· Childline – includes information for pupils on sexting, gaming, grooming, bullying, porn, relationships. 

E-safety incident





Report to school’s 


e-safety co-ordinator.





Record details of incident in ICT file located in staffroom.





Review policies and technical tools available.





Implement changes (where necessary).





Review incident and decide on appropriate course of action, applying sanctions as necessary.
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Review incident and decide on appropriate course of action, applying sanctions as necessary.
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Illegal material or activity found or suspected.





Report to police & inform LA.


Report URL to block access to content.





Report to CEOP, but police if risk of immediate danger.





Secure and preserve evidence.





Illegal activity





Illegal activity





If illegal activity confirmed, allow police to complete investigations, seeking advice from LA.





If no illegal material or activity, revert to informal disciplinary procedures.





Await police/CEOP/LA response.








